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Don't be too greedy or pecple will not pay
Fully lock the computer .
Low CPU usage .
Show the lockscreen before encrypting .

Show a message box .

© Critical Error
® Yellow Exclamation
White Information

37) Running without Renderer

Latent Timeout .
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Download client scr

Don't worry if the download “hangs”. While the download
bar is shown, Tor is receiving the file. Just wait.
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{RIRERIWEBSENSER R A S REZISRFMAINEFIANR ?

BR WEFE Websensefi & TE HEEm HEEm HEEm

1 |Advanced Persistent Threat (APT) gﬁgégrgi’;l(—qMalware Engines / Behavorial AP-web(WSG) [sandbox

2 |Adware Anti-Malware Engines AP-web(WSG)

3 |Anonymity services RTCC AP-web(WSG)

4 |Auto-generated domains Reputation Analysis AP-web(WSG)

5 |Backdoor Anti-Malware Engines AP-web(WSG)

6 |Blackhat SEO RTSC/ URL Classification Web Filter/WSS |AP-web(WSG)

7 |Botnet Command & Control RTSC/RTDC/ URL Classification Web Filter/WSS |AP-web(WSG)

8 |Custom packed files Anti-Malware Engines AP-web(WSG)

9 |Data stealers Anti-Malware Engines AP-web(WSG)

10 |Dialers Anti-Malware Engines AP-web(WSG)

11 |Drive-by downloads RTSC / Behavorial Sandboxing AP-web(WSG) |sandbox

12 |Dynamic DNS URL Classification Web Filter/WSS

13 |Elevated risk profiles RTSC / Behavorial Sandboxing AP-web(WSG) |sandbox

14 |cmbedded code (€9, inside POE SWElarsc /anti-Malware Engines AP-web(WSG)

15 |Emerging exploits RTSC AP-web(WSG)

16 |Exploit code RTSC AP-web(WSG)

17 |Exploitkits RTSC AP-web(WSG)

18 |[Fast flux Reputation Analysis AP-web(WSG)

19 [File infectors Anti-Malware Engines AP-web(WSG)

20 |Hacking tools RTSC/ Anti-Malware Engines/ URL Classification  |Web Filter/WSS |AP-web(WSG)
F FORCE pOINT Copyright © 2016 Forcepoint. All rights reserved. | 13
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{RIRFEIWEBSENSER =

REFRERNEMAIWEBFIAN ?

BR WEFE WebsensePffE2TE HEEMm HEEM HEEMm
. . e . AP-

21 |Hijacked websites RTSC/URL Classification Web Filter/WSS web(WSG)
22 |lllegal content RTCC AP-web(WSG)

23 |Keyloggers Anti-Malware Engines AP-web(WSG)

24 |Low reputation domains Reputation Analysis AP-web(WSG)

25 |Malicious Active X RTSC AP-web(WSG)

26 |Malicious Applet RTSC/ Anti-Malware Engines AP-web(WSG)

27 Malicious binaries (e.g., Windows Ex- Anti-Malware Engines AP-web(WSG)

ecutables)

28 |Malicious browser plug-in RTSC/ Anti-Malware Engines AP-web(WSG)

29 |Malicious flash files Anti-Malware Engines AP-web(WSG)

30 |Maliciousinsider threat RTDC AP-Data(Gateway DLP)

31 [MaliciousJavaScript RTSC AP-web(WSG)

32 |Malicious Obfuscated code RTSC AP-web(WSG)

33 [Malicious packers Anti-Malware Engines AP-web(WSG)

34 |Malicious PDF Anti-Malware Engines AP-web(WSG)

35 |[Malicious RIA RTSC/ Anti-Malware Engines AP-web(WSG)

. . . e . AP-

36 [Malicious URL Redirection RTSC/ URL Classification Web Filter/WSS web(WSG)
37 |Malicious Visual Basic scripts RTSC AP-web(WSG)

38 |Malicious/suspicious embedded iframes [RTSC AP-web(WSG)

39 | Man-in-the-middle RTSC AP-web(WSG)

40 |Packed files Anti-Malware Engines AP-web(WSG)
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{RIRERIWEBSENSER R A S REZISRFMAINEFIANR ?

TER WEFE WebsensefFE T E HIEEm HIEEm HIEEm
41 |Password stealers Anti-Malware Engines AP-web(WSG)
42 |Phishing RTSC/ URL Classification \Web Filter/WSS  |AP-web(WSG)
43 |Polymorphicbinaries Anti-Malware Engines AP-web(WSG)
44 | Porn/gambling/illegal drugs RTCC AP-web(WSG)
45 | Potentially unwanted software Anti-Malware Engines AP-web(WSG)
46 | Productivity Loss RTCC AP-web(WSG)
47 |Remote Access Trojans (RATSs) Anti-Malware Engines AP-web(WSG)
48 |Rogque/Fake AV RTSC/ Anti-Malware Engines AP-web(WSG)
49 |Rootkits Anti-Malware Engines AP-web(WSG)
50 |[Shell code RTSC AP-web(WSG)
51 |[Social engineering RTSC AP-web(WSG)
52 |[Social web threats RTCC/ RTSC AP-web(WSG)
53 [Spam links RTSC/ URL Classification \Web Filter/WSS  |AP-web(WSG)
54 |Spyware Anti-Malware Engines AP-web(WSG)
55 [Targeted attacks RTSC/ Anti-Malware Engines/ Behavorial Sandboxing |AP-web(WSG) sandbox
56 [Trojan downloader Anti-Malware Engines AP-web(WSG)
57 |Trojan dropper Anti-Malware Engines AP-web(WSG)
58 |Viruses Anti-Malware Engines AP-web(WSG)
59 [Web spam RTSC/ URL Classification \Web Filter/WSS  |AP-web(WSG)
60 |Website Defacements RTSC/ URL Classification \Web Filter/WSS  |AP-web(WSG)
61 |Worms Anti-Malware Engines AP-web(WSG)
62 |XSS (cross-site scripts) RTSC AP-web(WSG)
63 |Zero-day exploit code ETSC/ Anti-Malware Engines/ URL Classification/ Web Filter/WSS  |AP-web(WSG) |sandbox
ehavorial Sandboxing
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